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Audit Report Distribution  

For Action: Assistant Director Policy and Performance  

Policy and Partnerships Manager  

For Information: Principal Performance & Intelligence Officer  

Audit Committee The Audit Committee, which is due to be held on 23rd July 2015 will receive the Executive Summary (sections 1-4) 

 

 

 



 South Lakeland District Council | Audit of Information Governance 

      
 
Cumbria Shared Internal Audit Service: Internal Audit Report   

 
 

Page 3 
  

 
 

3 

Images on front cover courtesy of Steve Barber 

 

Executive Summary 
 

1. Background 
 

1.1. This report summarises the findings from the audit of Information Governance. This audit was a planned audit assignment which was undertaken 

in accordance with the 2014/15 Audit Plan.  

 

1.2. Information Governance is a term that is used to describe how public bodies, including local authorities, ensure that statutory, regulatory and best 

practice requirements are met when they collect, store, use, and share information in their possession.  Areas typically covered by Information 

Governance include: Data Protection, Freedom of Information; Information Security, Records Management and Data Quality. 

 

1.3. In August 2014 the Council embarked on an information governance framework project with a view to establishing a comprehensive framework to 

ensure that the Council:  

 Meets its legal obligations for the effective management of information;  

 Recognises the key enabling role of information in supporting the achievement of council objectives; and 

 Ensures that information is treated as a valuable asset. 
 

1.4. The project is still in the relative early stages at the time of our audit review and it is due to be completed by December 2015. Therefore, evidence 

was gathered through discussions with relevant staff members and review of prime source documentation pertaining to the Information 

Governance framework project, which were subsequently tested to evaluate the adequacy and effectiveness of the project in establishing a 

Information Governance framework that will manage information, safeguard personal data and store and retain information appropriately in line 

with legislation and business need.    

 

1.5. The “Information Governance” project is now part of the wider “Digital Innovation” programme which focuses on reshaping the way the Council 

interacts with its customers. Enhanced governance arrangements for the programme are to be introduced, including a separate project board.  
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2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 

 

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the 

Assistant Director Policy and Performance and the agreed scope areas for consideration were identified as follows: 

 

 Examine and appraise the project management arrangements to review and implement improvements to the Council’s procedures, processes 
and controls in place over Information Governance; and 

 Follow up of Data Quality Review. 

 

3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within the project management of 

Information Governance provide Reasonable assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 
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4. Summary of Recommendations and Audit Findings  
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are two  audit recommendations are arising from this audit review and these can be summarised as follows: 

 

 

4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 In-year performance monitoring arrangements to oversee the implementation of previous audit recommendations highlights that appropriate 

actions are being taken on the agreed actions arising from the previous audit on Data Quality in 2013/14.  One outstanding recommendation 

remains concerning the need for a Data Quality Policy which is being addressed through the wider corporate improvement project on 

Information Governance. The future completion of project ‘work package’ on Data Quality should also provide management with further 

assurances in this area – note, however, that the deliverables through this particular work package have not been examined as part of this 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - - - 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts - - - 

3. Information - reliability and integrity of financial and operational information (see section 5.2) - 2 - 

4. Security - safeguarding of assets  - - - 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.3) - - - 

Total Number of Recommendations - 2 - 
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audit review due to the early stages of this work.  

 The Council has recognised the importance of adhering to key Information Governance principles and has dedicated resources to deliver a 

corporate improvement project on this area throughout in 2014 -2015. 

 A Project Initiation Document (PID) has been developed which outlines the scope and objectives of the project. The work packages have 

been designed to provide a review of existing polices with the aim of putting in place a policy framework to support, direct and control the 

Council’s Information Governance arrangements in the future. Other key areas for improvement (i.e. Data Quality) have been assigned 

specific resources for review as a separate work package. This is an 18 month project and the agreed work packages have different 

timescales and are at different stages of completion.  

 The Council has carried out some research, and the project methodology has been based on similar improvement models adopted by other 

local authorities.  This provides the added assurance that the scope and objectives of the project will help to deliver and establish an 

Information Governance framework that is in line with good practice.   

 A Project Board is in place to govern and oversee the delivery of the project.  

 A project ‘sponsor’ has been nominated from the senior management team.  

 A number of service areas (i.e. Human Resources, ICT, Democratic and Members Services and Public Protection) are represented on the 

Project Board to ensure that there is relevant user involvement and input within the work streams being delivered by the project. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority issues: 

 There are no high priority issues for report. 

 

4.4.2. Medium priority issues: 

 Project Board meetings should be more regular.  

 The project highlight reports do not provide sufficient information on risks and exceptions within the project and risk logs should also be 

maintained for each work package. 

 

4.4.3. Advisory matters: 

 There are no advisory matters for report. 
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Comment from the Assistant Director - Policy and Performance 

Project Board Meetings have been and are scheduled for the next 12 months.  Project Highlight reports will provide information on risks and 

exceptions.  Project and Risk Logs to be maintained as part of Work Package reporting.  Further communications to take place as per the 

overall communications plan e.g. Chief Exec briefings to staff. The audit would benefit from a view on the Information Governance Policy 

framework. 

 


